System Design Handbook




System Design Basics

D Try to breok the problemn into simplev
modules  ( Top dowhn approach)
D Talk about Fthe trade-offs

[ No solukion

(s perfect)

Calculote the impact an System based an
all the constraints and the end fest @uses.

Scope the problem |

1

Ask

C{u@,sﬂ ong

Focus on jnterviewerrs

Intentions .

Abstaet Qesign

(Constraints &
Functionality
Requi rements)

and

Rakisnali ze
mpu@.

Finding & addressing
bo ttlenecks

j deas




System Design Basicg (cond)

D Avchitecturval pieces / resources auailable
2 How these resources work together
ey LElizaglion &/ lradeoffs

 Consistent  Hashing
— CAP Theovem e
—— Load balancing v
Queues

Caching "
Replication v
—— G6QL vs No-SQL v~
Trndexes v’
Praoxies

— Doka Partitioning 7




Load Bal ancing &)
( Distributed SyStem)

Random
Round - robin

Types of distribution

Randorm (weights for  memory &
CPV  cyoles)
To utilize full scol ablity b redundancy . add 5 LB
) User B> Wep Server

2D Web Servey S App Server [ Cache Server

o ( Tnternel  platform)
%) Tnfernal platfarm < > DB.

Neb Seruver /_

Web Server |
K@< App Servev @
Cop ) —

\App Sevvey




Smart Clients
Takes o pool of service hosts € balances load.

— detects  hosls that ave not responsive

7  Yecovered hosts

2 oddition of new hoests

Load balancing functionality  to 0B (cache, Servicy
A Attvactive solukion for develgpers

(Small Scale 8Ystems)
As System grows —> [Bs (Slandalone Servers)

Havdware [oad Balancers:

Expensve  but high  Per formonce.

e-g. Cdrix NetScalev

Not  Yrwvial fto configure
arge companies fend to quoid this Cor\ﬂg.
OY Use it as 18% point, of Coptack Yo they
S\JS’wm [0 Seyve  \USey YGO\&LQsﬁs &
Intra netwerk uses Smart  clients / hybrid
Solukion —> <N€7<‘L Paqe) t o

load  balancing  traffic.



Software Load Balancers

No pawn ef creaticn of Smart client
ho cost of puvchasing dedicted havdware
L‘\gbrid Qppre ach
HAProxy = 0SS load balancer

(%

) Ru‘hninq on  client  mochine

C)ient f} Sevvev
Clocally bound port) \j
lacalfhost * 9000

e - .
’ T

tnanaged %\j HP\Proxy

(o1l efficient Management
of requests oh the part)

D Runring on jnfermediafe Server : Provies (uoning  bet?

H AProxy Atff. cerver gide Components
manoaqes health checks

£ removal & addition of machines

balances  requests a/c  peols.



World of

Databases

SBL vg. NoS@L

Relational Nen- Yelational
Dod abose Database

) Structured D Unstructured,

2) PYﬁdef(neo\ Schema 2 disiv buded

Y Dofa in Yowsk coumng 3) O\\jnam'\o schema

Row = Ohe Enfity Info

Column = Separate data poinds —Ke\j—\fa\Ue Qtores
MySaL — Docurent DR
Oracle  Wide - Calumn DR
MS S@L Seryer T GrYo\p\q DB
5QLite
Pcstgres
Mariad8
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Reasons ts use SQL DB

) You need to enguve ACID Com pliance
ACIO Complionce
—> Reduces angmalies
= Profects \r\\ein‘vy of the databose.
for many £ Commerce 2 financiol @Ppn
— RAC) compliant OB
'S the first choice.

2) Your dota & Sfydclured & UNhchanging.-
Lf your business is nol experiendng
Yapid growth or Sudden Choanges
— N¢ requirements of more Servers
= dalo (s consistent
then therers no reason te use SySfem  design
Yo suppor variely of dota & high  fraffrc.



Reasons te use NeSQL DB

When  all ofhey Ccomponents of systern are fast
= querying & seaxching for dafa = boftleneck
NoS@L prevent data from being botileneck.
Big deta = lovqe Success for NoS@L.
D fo store large Volumes of dafa C litfle/ns Structure)
No limt on type of data.
Document 0B = Sfores oll data in one place
( No need of type of data)
Y Using Cloud v storage to The  fullest -
Excetent cost Saving Solution- (Easy Spread of data
a.Cross mMultiple Servers to Scaleup
OR commoddy hlw on Sife (affordable, SMmualler)
= No headache of additional S/w
& NoSRL 08s hike (0s3andva, = designed 1o Scule
acyoss muliiple dola cenders ouf of e box-
D Useful fot rapid / agile development.
T yowre maling quick ifevotions on Schema
= S@L will slew  You doon.



CAY Thesrem
Achieved by
updafing seveval nodes CR\\ nodes See Same data

befsre ollowing
feads

Availabilit — X
v Cossanava. \l/
Every request gets System  confinues to otk
vesponse ( Success [ fallure) despite message loss/ partial
Achioved by replicaling fatlure.
dota acrass different Servers (tan  sustoin Qny Gt

of network falure without
¢ resulting in fadure of enfive
Data s Sufficiently veplicated nefusovk )
a.closs Combinafign 6f nodes/
Nefworks  to leep the syslem up.

It is impossible for o distribufed system to
& imultanesusly  pravide mowe than two of
three of the obauve guaranfeeg.




We cannot build a datestore which (s :
) Continually avatlable

2) Sequentiglly (0 neisient

El partition fallure tolerant.

Because
To be consistent = all nodes should See  the Same
Set of updates in the same order
But (f nefworl suffers partition,
update in one partition might not make & to
ofher poartitions
& clienf veads dofa from out- of - doke partition
Affey ha\hng Tead (Yom w partt tion.
Solution:  Stop Gerving vequests from  gut- of- dak
()ar’ci&(oh'
L% Service s no flonger
Loo </, de\[ab\a-



Redundancy & Replication

= Puplication of critical data & Gervices

— increasing yeliability of system.

For crifical Services & data = ensuve that multiple
Coples / versions are running Simuteneously on  different
Servers [ dokabases.

=2 Secure againg single node failures.

= Provides backups if needed in crisis.

8 Fo[\\o\/e»/ 8
Plimary Server Secondary  Servey
g . =
9 RQP“CQ"HO‘() @
Active data Mirroved daka

#Ser\fwe Redun é_qn(y‘. Shared - m“{\f\g arcitecture.

fvery node =independent: No central Service monaging Stafe.

Mo ve reé\lienké _ New Servers & He\ps in
To  falures addition without Scolability
No single point of failure Special conditions




Ca ching

load balancing = Scales horizorxﬁodly
Ca/dm'r\g : Loca\i&\f of Yeference principle

T Used m almost every (ayer of Compubing.
J Application  Server Cache:

Placing o Cache directly on a request layer node.

L Loca Stovage of response

Re.quest )
Request
i
miss
\n

1t Codned

responge data

+ Cache o Ghe, quw;& fmja node

— con_ be located

Memory (very fast) Node's local disk
(f&S&er thon going o network storage)
R Bottleneck © T8 LB digvibutes Yequests  randomly
= gare request = different  nedes

con ‘O:\LA Move Cache mMisS -
YCO
o oy D Global Caches

2 Oistributed Cacheg



Distribuded Cache




+

Serverg

Seyvers

Ufiohal Coche

Yingle cache pace %MMW
S Mhing a s soun [ [ilo sow (fose thon migiral stoes)
#ﬁWhmwwqc{% %M/WWMMM

i

) Loed Aot that noeds to he tached

@WH[U}#WI/O
B Fown o global sache

7

\ GL‘OOJ-
Caclhe

M D ata base
Vot

datedross

Lonvdoms ot dato et

Grlobak
C&Cke

Databoy

AM“WW\JM\AAM

Ietfee  Hran

Lo



CON: (Corded Dibddion Nebwuorke

T ok sk lov Sues hat dous Jarge amamnt

> copN M Bosk- End

| ocal ( AMatic Medkic)
S{OVQQQ/

@mm wnit loxge frongh, fo have M own. CON
et & »
b bt & onty b banition

—
c’\-’/ C&kam.xjpwm.m)
Mung hghlusgld Ry et
L oiboues DNSWWWQ
Yo o CON fate




# Cadned date = feeds fo i soheendt with Hu dotohase
ZZ)B dale 1 DOBWW = wualidate th tadhed data

3 aneme :
Y Alude -Huough cache
Daiauumﬂm

D abe \ 08| hath rache & DB
t Complde Aate ' C Cache = ADB)
* JWM%W[MMM)
= g lobensy ve puits S 2 muste gpactions
D ke around cache
Data

\nﬂ

¥ Mo cache hoodung. Jyor it |
_Wwwwwmméw

e, Ly, <

(




DB
ol L o tome
\_‘#ﬁ el O punder
dda i Anxdten, 40 DA
m

JF&MW&WWWMWWW

- Dda ,(\TCMW/“‘WMMJ

D FIFoO
9 LIF0O . FILO
Y LRU
D MRU
5)  LEU

2 Random WWWM



Sharding || Data fartitioning

ki Ddﬂ?aw: WA’FD"B/M o mubbiple

WMM&LB

**AWQMWW,&QWMWW
fo suale hougortally. duy addduig, mow mothuna tratead o

T Methods OF ?m’dt'\oninq:

) Rosigorited ?aaw * Differsuct ou bt dil) Fobes

o bk shadeg
eq. houng Jocotiara by qjp
Toble 1 : L awth < 160000

il feend

-:Wm

Tolle 2 : Do awdh > 100 cos
ond o om

dijoent ol

X Com: 3| the walue of the tonge nat choun condully

= Jleods o wnbadanced 3euens

eq. Tode ! «on hate more dade then folle 2.



@O 4;0\‘19 - QM;\'}LMQI Ay(muik.

need 1o fladidion W&W'OB 0ot Aprioms deruiess
(eg. ¢ would nat be posible {p,adfr\ghﬂpuubw
aum‘tadataqm{mm Lidkior ylhotabﬁ/lﬁomw,.uw
@AMWW%MWW
¥k Ceeate fookup soruice = ouued padditionirg  Scheme
&Wﬁﬂwwﬂuﬁﬁmm.

Mapping, ( fugle ey — DB serues)




oo Goleein

O Key ot Hash haged postitioning. :

Yhe " dlate

Puamber

# Qudindy, fin the fotal number of e /faiktion

:Soll‘m;uizl news sewier [ flasldion —,

dwmrm WM

tedistiiudion
—

2) Lt Podibion ung - €ach pantitiorn, A aijabAtO{S

e, | dookup
xReond, for [T

ke

Aadues.

Hore the  recond
( porttion bosed on theky)



2
%)Wmm

| avigned o powbtion
’ -
M,ﬁﬂu ‘i tuple b i 4
Y Comnosde Pn.t'b:



Djmh&wmmmhéoﬁonf
Jawu om fobls am single some = &b.w}bd{rmuw.d
*MWUWWMWM&
D dow dlguint (dota needs fo bt compided fram
Mullipl  Semen)
# {lokavaund = Nenovmaline the DR
W that the quain that prewswsly teqd. joirs con b erformed
o 3 dok
L’ola.*al:nwwlfmty,

Y Refaentiol tnbgety *  Jouign ﬂthmB
A Mot of the ROBMS das not support fercign Reys on
Shaided DA -
#Il‘app“duwtb’ tfprenic) sty an showded DR
bl 10 opp” code (SOG4 golu Jo
dmupofan.?lar? )u:‘nmm)



B)Rdmlmmnﬂ
MWIL&W

% nm W&Mumon(.ddaw) .

B non- e Whﬂhmn?(%zquu)

{lotharaund: Y add news DB
Q){zlm(iwm o
S dount
We can s dizetory - hased  frotilioning
L W W“W
e = lingle  poid of faibuns

( lookup seruee ( fable)



Tndexes
= Imposa Wﬂt&bu,w,al
= Thoeowd MW
- Shavwer  Auriter
L thite the daka

Y Opdate the indes
:CMhmmemwme
¥ Rapid tandom fookups
& plfeient aucers of ordered acords.

% Data Shuctue
Column — Tounte fo uthale dous
- de»mo{ﬂuamdaia
“V“%W%%Wo{; Losgs doka sehs.
addibional copies:
*UMWM(T_BTMW)&,MWW@
Sured omer  seueral
hysiicd location.  ve. [frdesar]




Cliewmt

N
used  teaomaces Zequut Lo~ Ordinetiow
B con also AL < (oMo some dato oucew
b collopaing tequests = Collapaed {owiording

for dotu thad b snatislly dose |



Quueues

= Yfedinely monage requests in large - Scale clisbiuted Syaten

“ Quus
¥ Lynduonows  bdhowow — A@j/,dﬂ eejaxmance
© |l
[ ] .
1N =
I
k@/



#@W’Wmmu
5 Mwwmnwumhm/{\mknwl
I_’%du ACKJntmnquw(tw,«pj)
L &uwas&kzm\u
* ik on the unﬁ%z;f&quuf mmwmwmw
5/ muvxlmo’,)chuuh Ah_Queue

#Cﬂfwr Prowide {ault - folance
W protection from Sewice ouitoge Al
\ (QMNOTMOLM
- ﬁqw&tdwm to outaga)
L Oﬁull)éoum mplemeritations
Raklitme
Pl OctineMB , BeanitelkD .




Conistesnd  Hashing.
# Dotubinted Hash  Toble
aindex = W-WMCM)
# Suppow wite daigning disibuted caching Uptem
with . oche gewuens
D hah. fundton = (key %)
Drauhacks :
Y NOT  hoxugomtally scalable
L*OAALMOJSWMMIM
C dowrdime of tyatem)
D NoT  load Jralanced
(bcmuuo{f nonlwu),ounu distvibution o} data)
3ome Caches : M&Mmtec]
Other codket = (dle & 2oty

Comistnd  Hoshing




What s comistesd Hoshing 7
_’V"’“i WWW dishiluited caching & AHTs.

How it wworks ?

TWWW sppore oudpus ap (0, 256)
IHWW
tmagure ol o] fhee infegeu xe plosed on & bing.

Y me hawe 3 sowes @ A, B &C.



‘)@»maw%m,wmhwzﬁwmmw.

25¢% (€]

7 MM*OQM-‘
Q)M;iioww
b)MuCLKMWWW&m»
9 mop ke to khob Soruer.

255 O

h ey -1)

W Key 9



‘ﬂ(l%_z)

Remauing Sewwer “A7, mill teld ip mawing Ahe key 17 o ‘B
255 a

h Ckey-1)

\ﬂ(Kui_z)



Consider. 4eal amodd dcenario
dwoko WMM
anhalanced  caches .
How o handle fia Oaue ?
Uiduad Repliias
= Insrad o mopping £och node fo a single poivt
we map & Ko nwkiple  posnk -
L (Mo number of 4eplucas
> mow equal disidution

L"qxood Mllﬂllxw?)

h (key 1)

PEE o

b Ckey-2)



ﬁan%-%mn@ ve UlehSockats  amy Sewner - Semd  Cuomts
D it - dewer Communication Protocols

H HATTP  Trotowl -
Regauest
Cuend ® PWW‘E Semin
Respamae

# ATAX Poking
Sirwlas 2o HTTP  xotocal
D asquoh sewt ko sown of Aequlos wilewuals (05 sed)

Qtaurbodhs:

B HTTP OQuehead.
Requear : )
Respomat
O
Reqarert S
Revporae



% TP Lomg Polling: “Manging GET’
dewer doer NOT dend emply “esponte.

) Poshes  Aesporue 4o clienks omly uthen newr dota 4 awdilable
(vt maka HITP Requut & waihs fou the %erpomie.

)&MMWMMMMMW

| or untd  bimeout Ocus.

3

L -
O:d.m-ww-mﬂmw
b)o\,hlqmu:{s}:;m-l iﬂiﬂ““j/

owcepatalie ferod

5)M&quuihmt\mwﬁ-

Cent  needs %o Aeconnect friodically due ko timeomts

LP Requet
D

- ot @ W Resporie
Chleud
ol Raiomaz Xerner

L_IO Req anes}

T T




WJeb  Sockeks
> Jull duplex communuation channel auer single TCP comnection .
(dwd&mmmddotao*WJ
= lidieedional  Communucabion  un aliways conen channel
QOM“WW%

(3o
WWMMWHQ

= ~

X eramer

0 o Lidissctiomel
Communication S
Channel ’

= Lo  Ouerheods
= Real time dah:*kum{&



Aeer, - St Buents (SSE)

e Anes this  Comnechion 1o fend date fo et
kX I‘Ldmdmmiﬂwdobipm

b Requan onathe Redhnology, / prakoeat.

dada “equent
Maing 'wl“!u HTTP

M-W‘wmm\d
Comimurucation

Channel

xeapomies AMenewer newr doto Gualebile
= heab awhen e need teal-time date from tews ko et

OR émun%umh'n@dntuk‘naﬂmp &
psll b dending madbiple fuentt %o the cliewt |



